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Cyber espionage, referring to efforts by certain parties to illegally obtain
strategic information through digital means, poses a serious threat to
human survival and social stability. This issue can be objectively
examined from the perspective of the Prophet’s Hadith and maqāṣid al-
sharī‘ah. This study employs a qualitative approach using a library
research method. The data utilized are secondary and analyzed through
descriptive analysis. The theoretical framework applied includes Critical
Discourse Analysis (CDA) and the theory of maqāṣid al-sharīʿah, with
conclusions drawn using a deductive approach. The results indicate that,
from the perspective of maqāṣid al-sharīʿah, cyber espionage undermines
societal welfare and violates the five essential objectives: religion, life,
intellect, progeny, and wealth. This practice threatens safety, causes
economic losses, disrupts education and public services, and diminishes
moral and ethical values in society, making its prevention a collective
obligation. Prevention can be carried out through the application of
Hadith, which emphasizes trustworthiness, commitment to promises, and
protection of rights, as well as through CDA to build moral awareness,
strengthen digital governance, promote ethical education, and enforce just
laws, thereby maintaining social stability and public welfare in the digital
era.
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INTRODUCTION
The rapid development of information and communication technology has transformed social

interactions, economic activities, and public governance by improving efficiency, connectivity, and
access to digital services.(Mubasit et al., 2025; Rahman & Firdaus, 2021; Yusuf et al., 2025) However,
this digital transformation has simultaneously expanded the global cyber threat landscape, making cyber
espionage one of the most significant security challenges confronting governments, corporations, and
critical infrastructure. According to the IBM X-Force Threat Intelligence Index 2025, identity abuse
remained the most common initial attack vector, accounting for approximately 30% of cybersecurity
incidents, while 70% of the incidents handled by IBM involved organizations operating critical
infrastructure, demonstrating that attackers increasingly target strategic digital assets rather than merely
causing operational disruption. Likewise, the Verizon 2025 Data Breach Investigations Report analyzed
more than 22,000 security incidents and 12,195 confirmed data breaches across 139 countries, revealing
a substantial increase in system intrusions and vulnerability exploitation as major causes of security
breaches, particularly in the Asia-Pacific region (Caridi, 2025). These findings indicate that cyber
espionage is no longer an isolated technical issue but a rapidly escalating global threat with serious
implications for national security, economic resilience, institutional trust, and societal stability. Cyber
espionage refers to the unauthorized acquisition of strategic or confidential information through digital
means by state or non-state actors, potentially compromising national security, individual privacy, and
the broader welfare of society. (Cremer et al., 2022)

Cyber espionage causes a wide range of harmful consequences, including unauthorized access
to confidential information, violations of individual privacy, substantial economic losses, institutional
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instability, and threats to human security.(Cremer et al., 2022a; Ulven & Wangen, 2021) These
consequences extend far beyond technical or cybersecurity concerns, affecting public trust, social order,
and the overall welfare of society. Therefore, cyber espionage should be understood not merely as a
technological problem but also as an ethical and social issue that requires normative evaluation. From
the perspective of classical Maqāṣid al-Sharīʿah, any action that threatens the safety, security, and
welfare of society constitutes a violation of the objectives of Islamic law (Dakhoir et al., 2022; H.
Osman et al., 2021; Sayudi & Parmujianto, 2023). Maqāṣid al-Sharīʿah emphasizes the protection of
five fundamental objectives: religion (dīn), life (nafs), intellect (ʿaql), progeny (nasl), and property
(māl), all of which may be adversely affected by cyber espionage.((Corresponding Author) et al., 2023;
Subhani, 2023). For example, unauthorized disclosure of confidential information jeopardizes property
rights and individual safety, erodes trust in public institutions, disrupts decision-making processes, and
ultimately undermines social stability.

Classical studies of the Hadith of Prophet Muhammad SAW also emphasize the importance of
safeguarding the security, dignity, and rights of both individuals and society. These principles serve as
a moral and ethical foundation for addressing destructive digital threats.(Korbatieh, 2020) Accordingly,
classical perspectives such as the Hadith and Maqāṣid al-Sharīʿah offer a normative framework that
can be utilized to prevent and comprehensively mitigate the practice of cyber espionage.

Despite the growing body of research on cybersecurity and cyber espionage, previous studies
have primarily focused on technological, legal, geopolitical, and governance perspectives, with limited
attention given to the ethical and normative dimensions offered by Islamic scholarship. In particular,
little research has integrated Prophetic Hadith, Maqāṣid al-Sharīʿah, and Critical Discourse Analysis
(CDA) into a comprehensive framework for evaluating and preventing cyber espionage while
promoting social security stability. This gap highlights the need for an interdisciplinary approach that
connects contemporary cybersecurity challenges with the normative objectives of Islamic law.

Accordingly, this study seeks to answer the following research questions: (1) How is cyber
espionage understood and evaluated from the perspective of Maqāṣid al-Sharīʿah? (2) To what extent
does cyber espionage affect social security stability at both the individual and societal levels? and (3)
How can cyber espionage be prevented through the application of Prophetic Hadith and Maqāṣid al-
Sharīʿah? By addressing these questions, this study aims to contribute to the growing discourse on
cybersecurity by proposing an Islamic ethical framework that integrates Hadith, Maqāṣid al-Sharīʿah,
and Critical Discourse Analysis as complementary approaches for strengthening cybersecurity
governance, protecting public welfare, and maintaining social security stability in the digital era.

Previous research addressing similar themes includes the article titled “Geopolitical
Ramifications of Cybersecurity Threats: State Responses and International Cooperations in the Digital
Warfare Era” by Aisha Adeyeri and Hossein Abroshan.(Adeyeri & Abroshan, 2024) The study’s
findings indicate that, as the digital environment develops, cyber threats become increasingly complex,
including aggressive attacks and sophisticated cyber espionage. The research highlights the role of non-
state actors, such as terrorist organizations and armed groups, in leveraging cyberspace for strategic
purposes and their impact on global security. Various threats, including supply chain attacks,
ransomware, and IoT vulnerabilities, demonstrate the limitations of security approaches that focus
solely on states. Additionally, the study emphasizes the importance of informal governance and
cooperation between governmental and non-governmental entities to build strong and flexible
cybersecurity mechanisms. These findings encourage stakeholders to understand the complex
relationship between geopolitics, governance, and cyber threats in order to strengthen global digital
resilience.

Another study titled “Cyber Espionage in National and Global Perspective: How Indonesia
Deals with this Issue?” by Maharani Chandra Dewi shows that,(Dewi, 2022) in the era of rapid
technological advancement, cybercrime has become a serious threat to individual and institutional
privacy. Mobile technology and advanced communication networks, while beneficial, can pose risks if
misused. Preventing cybercrime requires self-awareness, ethical behavior, and adequate technological
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literacy, as excessive or careless actions may create opportunities for cyber offenses. By maintaining
proper conduct and wise use of technology, the risks of cybercrime can be minimized.

The previous studies, such as “Geopolitical Ramifications of Cybersecurity Threats” by
Adeyeri and Abroshan and “Cyber Espionage in National and Global Perspective” by Maharani
Chandra Dewi, share similarities with the research “Preventing Cyber Espionage for Social Security
Stability: A Ḥadīth and Maqāṣid al-Sharīʿah Perspective” in highlighting cyber espionage as a complex
digital phenomenon with potential harm to both individuals and institutions. Both studies emphasize
the importance of technological understanding, self-awareness, ethical behavior, and cooperation
among various stakeholders—both between nations and between governmental and non-governmental
entities—to mitigate cyber risks. The threats discussed, such as aggressive cyberattacks, ransomware,
supply chain attacks, and vulnerabilities in the Internet of Things, are central due to their broad impact
on security stability and privacy.

However, the research “Preventing Cyber Espionage for Social Security Stability: A Ḥadīth
and Maqāṣid al-Sharīʿah Perspective” presents significant differences compared to the previous
studies. First, it emphasizes a classical Islamic perspective, using the Hadith and Maqāṣid al-Sharīʿah
as the analytical framework. This focus adds a normative and ethical dimension that has not been widely
explored in previous literature, which mostly concentrates on technical, geopolitical, and modern
governance aspects. Second, this study emphasizes social security stability as the consequence of cyber
espionage, rather than solely national security or individual privacy. This positions the protection of
society and public welfare at the center of the analysis, in line with the principles of Maqāṣid al-
Sharīʿah, which stress the protection of life, property, intellect, religion, and progeny.

RESEARCH METHOD
This research adopts a qualitative approach, a framework centered on grasping and interpreting

social phenomena from the personal viewpoints of participants. Originating from the fields of
Anthropology and Sociology, qualitative research rests on the belief that social reality can be examined
in a systematic and scholarly way.(Lensa et al., 2026; Mas’ ud, Lensa, et al., 2026; Mohajan, 2018;
Nasrulloh et al., n.d.) The main approach used to gather data in this research is library research. This
method is defined by specific traits, such as working directly with documentary sources, relying on data
that is already accessible, not being constrained by time or location, and essentially depending on
secondary information sources (Husaini et al., 2026; La Harisi et al., 2026; Muhtadin et al., 2026;
Tajedini et al., 2019).

The way data is managed in this study depends on secondary information, meaning it uses data
that were gathered by others rather than by the researchers themselves (Cheong et al., 2023; Mas’ud et
al., 2025; Mas’ud, Wicaksono, et al., 2026; Saleh & Mas’ud, 2025). The materials used in this research
consist of academic journal articles, recent scholarly books, and traditional collections of Hadith. This
investigation uses a thematic Hadith analysis as its research framework, which in Hadith scholarship
entails systematically gathering and critically reviewing all Prophetic traditions associated with a
particular topic. After compiling the relevant Hadiths, they are examined to form a unified, well-
contextualized, and thorough understanding of the issue being studied (Mas’ ud et al., 2025; Mas’ ud,
Rizqi, et al., 2026; MAS’UD, 2021; Mas’ud, Penataran, et al., 2026; Rohman et al., 2020).

In this study, Critical Discourse Analysis (CDA) and the theory of Maqāṣid al-Sharīʿah are used
as the main analytical tools. CDA views language not just as a communicative tool but as a type of
social practice that is deeply connected to power relations, ideology, and broader social
frameworks.(Boulahnane, 2019; Fairclough, 2023) CDA begins with the understanding that language
is never neutral, so it moves beyond simple linguistic interpretation to critically explore the social,
political, and historical contexts behind how texts are produced. This method emphasizes how language
helps shape meaning, influences collective thought patterns, and brings certain perspectives to the
forefront while obscuring others. The goal of CDA is to reveal the often-hidden ideologies within texts
and to evaluate how these texts help construct social realities. The analysis is carried out on three
connected levels: the micro-level, which focuses on specific linguistic features and word choices; the



© Marwan Mas’ud, et. al| Preventing Cyber Espionage for Social Security Stability

125FiTUA : JURNAL STUDI ISLAM Volume 7 No. 1 June 2026

meso-level, which looks at how discourses are produced, distributed, and received; and the macro-level,
which considers the wider social conditions and power structures that inform the discourse.

On the other hand, the theory of Maqāṣid al-Sharīʿah is a concept in uṣūl al-fiqh that identifies
the core aims of Islamic law, which are intended to promote human well-being (maṣlaḥah) and prevent
harm (mafsadah). According to classical scholars such as al-Shāṭibī, the objectives of Sharīʿah are
organized into three hierarchical categories: ḍarūriyyāt (fundamental necessities like protecting
religion, life, intellect, lineage, and wealth), ḥājiyyāt (important needs that ease hardship), and
taḥsīniyyāt (desirable refinements that enhance moral and social life). These maqāṣid serve as a
framework for evaluating laws and policies, making sure that Sharīʿah rulings are applied ethically,
appropriately for their context, and in ways that support the welfare (falāḥ) of the
community.(Zaprulkhan, 2018) For analyzing the data, this research uses descriptive analysis, a method
that focuses on systematically describing the characteristics and features of the collected data rather
than testing hypotheses or making predictions. After the initial description, the results are then
integrated and interpreted through deductive reasoning to draw logical conclusions based on established
principles,(Amirudin et al., 2025; Azungah, 2018; Marwan Mas’ud et al., 2025; Mas’ ud, Asy’ari, et
al., 2026; Mas’ ud, Tujang, et al., 2026; Mas’ ud & Rizqi, 2025; Masud et al., 2025; Ramadhansyah et
al., 2025) whereby general observations are analyzed first and then refined into specific, evidence-based
conclusions.

RESULT AND DISCUSSION
Cyber Espionage from the Perspective of Maqāṣid al-Sharīʿah

In the current digital era, cyber espionage, or the illegal acquisition of strategic and confidential
digital information, has emerged as one of the most pressing security concerns confronting individuals,
institutions, and states alike (Broeders, 2024). Cyber espionage refers to the unauthorized collection of
sensitive data through digital means, whether carried out by individuals, organized groups, or state and
non-state actors, for political, economic, or strategic purposes. Its targets range from government
agencies, corporations, and financial institutions to the personal data of private citizens (Salim et al.,
2023). As digital infrastructure becomes increasingly sophisticated, perpetrators are able to penetrate
complex information-security systems, posing serious threats to national security, individual privacy,
and the broader stability of society.

Evaluating this phenomenon solely through a technical or legal lens, however, is insufficient,
because cyber espionage is fundamentally a violation of trust and a threat to collective well-being
(Shulruff, 2024). It is precisely at this point that the framework of maqāṣid al-sharīʿah becomes
relevant. As a branch of uṣūl al-fiqh, maqāṣid al-sharīʿah identifies the overarching objectives of
Islamic law, namely the promotion of human welfare (maṣlaḥah) and the prevention of harm
(mafsadah) (Saydullayevich, 2025). Classical scholars such as al-Shāṭibī classify these objectives
hierarchically into ḍarūriyyāt (fundamental necessities), ḥājiyyāt (complementary needs), and
taḥsīniyyāt (refinements that enhance moral and social life). At the core of the ḍarūriyyāt lie five
essential objectives known as al-ḍarūriyyāt al-khams: the protection of religion (ḥifẓ al-dīn), life (ḥifẓ
al-nafs), intellect (ḥifẓ al-ʿaql), progeny (ḥifẓ al-nasl), and property (ḥifẓ al-māl) (Fahrurrozi et al.,
2026; Hasan et al., 2026; Mohammed, 2024). Any action that undermines one or more of these five
objectives is, by definition, contrary to the purposes of sharīʿah, regardless of whether it is explicitly
mentioned in a specific legal text.

Cyber espionage can be shown to contravene all five of these objectives simultaneously, which
is precisely what distinguishes it from an ordinary technical infraction and elevates it to the status of a
sharʿī violation. First, in relation to ḥifẓ al-nafs, the unauthorized exposure of personal or institutional
data frequently generates psychological distress, anxiety, and, in more severe cases, physical danger
when sensitive information is exploited for coercion, blackmail, or targeted attacks (Sears &
Cunningham, 2024). Second, concerning ḥifẓ al-māl, digital data, intellectual property, and strategic
information constitute contemporary forms of wealth; their theft causes direct financial harm to
individuals, corporations, and states, paralleling the harm caused by the unlawful seizure of tangible
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property (Liu & Babar, 2024). Third, with respect to ḥifẓ al-ʿaql, cyber espionage corrodes the integrity
of information upon which sound judgment depends; when data can no longer be trusted, decision-
making at both the individual and institutional level is impaired, and public confidence in digital
systems erodes (Snider et al., 2021). Fourth, in terms of ḥifẓ al-nasl, attacks on the digital infrastructure
underpinning education, healthcare, and public administration jeopardize the continuity of services on
which the welfare of future generations depends (Ewoh & Vartiainen, 2024). Fifth, in relation to ḥifẓ
al-dīn, cyber espionage represents a fundamental breach of amānah (trustworthiness) and ethical
responsibility, two values that Islam regards as inseparable from religious commitment (Meerangani et
al., 2022); a society in which deception and betrayal of trust become normalized suffers a corresponding
erosion of its moral and religious fabric.

Viewed through this lens, cyber espionage is not merely a technological or security problem to
be resolved through firewalls and encryption alone. It is, more fundamentally, an act that undermines
maṣlaḥah ʿāmmah (public welfare) and generates mafsadah (harm) across all five dimensions that
sharīʿah seeks to protect. This conclusion provides the normative foundation for the discussion in the
following sections: if cyber espionage threatens the ḍarūriyyāt al-khams, then its prevention is not
optional but constitutes a sharʿī obligation aimed at preserving social security and collective stability.
The Impact of Cyber Espionage on Social Security Stability

Having established that cyber espionage contradicts the objectives of maqāṣid al-sharīʿah in
principle, this section examines how that contradiction materializes concretely across different levels
of social life: the individual, the institutional, the state, and society at large. Organizing the discussion
according to the locus of impact, rather than according to isolated case studies, makes it possible to
trace systematically how each category of harm corresponds to a specific dimension of the al-ḍarūriyyāt
al-khams, thereby connecting empirical impact with normative evaluation.
1. Impact on Individuals

At the individual level, cyber espionage manifests primarily as a violation of privacy through
the unauthorized collection, surveillance, or exposure of personal data (Mulahuwaish et al., 2025).
Victims often experience direct psychological consequences, including anxiety, fear, and loss of a sense
of safety, particularly when leaked information is used for blackmail, harassment, or identity-related
fraud (Borwell et al., 2025). These consequences correspond directly to ḥifẓ al-nafs, since the protection
of life encompasses not only physical safety but also psychological well-being and freedom from
intimidation (Bawono et al., 2025). In addition, when financial data or digital assets are compromised,
individuals suffer material loss, which constitutes a violation of ḥifẓ al-māl (Shevchenko et al., 2023).
The individual-level impact thus illustrates how a seemingly technical intrusion translates into tangible
harm to a person's safety and property.
2. Impact on Institutions

At the institutional level, cyber espionage disrupts organizational integrity and erodes the trust
that institutions, whether corporate, educational, or administrative, depend upon to function (Perera et
al., 2022). The theft of proprietary information, trade secrets, or internal communications can paralyze
decision-making processes, damage an institution's reputation, and weaken coordination both within
the organization and with its partners (Cheng et al., 2024). This corresponds to ḥifẓ al-ʿaql, since the
reliability of information is a precondition for sound institutional judgment; when that reliability is
compromised, the capacity of an institution to reason, plan, and respond effectively is correspondingly
diminished (Habib, 2025). Financial losses arising from data breaches additionally implicate ḥifẓ al-
māl at an organizational scale, often with consequences that extend to employees, shareholders, and the
wider public who depend on the institution's services (Azizov et al., 2025). Cyber espionage weakens
institutional integrity by undermining information reliability, financial security, and public trust,
thereby violating the objectives of ḥifẓ al-ʿaql and ḥifẓ al-māl.
3. Impact on the State

At the level of the state, cyber espionage acquires an explicitly political and strategic dimension.
The infiltration of government systems or critical infrastructure can be used to manipulate public
opinion, disrupt governmental processes, compromise national defense, or even provoke international
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tension when conducted by foreign actors (Rosli, 2025). Such acts threaten ḥifẓ al-nasl insofar as the
continuity of public services, including administration, healthcare, and education systems operated by
the state, is essential to safeguarding the welfare of future generations (Muhammadong, 2025). At the
same time, state-level cyber espionage threatens ḥifẓ al-dīn in a broader civilizational sense, because it
undermines the ethical and moral order that sharīʿah seeks to preserve within a polity, replacing trust
between governing institutions and citizens with suspicion and instability (Shandler & Gomez, 2022).
From the perspective of Maqāṣid al-Sharīʿah, cyber espionage undermines state stability by threatening
public welfare, institutional legitimacy, and the ethical order of society.
4. Impact on Society

At the societal level, the cumulative effect of individual, institutional, and state-level breaches
is a generalized erosion of public trust (Imran et al., 2024). When sensitive information is repeatedly
exposed or misused, communities grow increasingly anxious about the safety of their data, skeptical of
digital institutions, and fragmented in their willingness to cooperate with public systems (Pool et al.,
2024). This generalized erosion of trust represents a direct threat to social cohesion, the very foundation
that maqāṣid al-sharīʿah seeks to protect through its emphasis on collective welfare (Aruqaj, 2023). In
economic terms, the leakage of corporate or financial data destabilizes markets and threatens the broader
economic security on which public welfare depends, again implicating ḥifẓ al-māl, but now at the level
of society as a whole rather than a single individual or institution (Zhou & Huang, 2024).

Taken together, these four levels of impact demonstrate that the harm caused by cyber
espionage is not confined to a single dimension of the ḍarūriyyāt al-khams but instead radiates outward
from the individual to society, accumulating in severity as it moves from the personal to the collective
sphere. This progression confirms that cyber espionage is, at its core, a multidimensional threat to social
security stability, one that cannot be adequately addressed through technical countermeasures alone but
requires a normative and ethical response, which is the subject of the following section.
Preventing Cyber Espionage through Hadith

If the preceding sections established why cyber espionage constitutes a violation of maqāṣid
al-sharīʿah and how its harm manifests across different levels of social life, the present section turns to
the normative resources within the Hadith literature that ground the obligation to prevent it. Rather than
treating each Hadith as an isolated textual unit, the discussion below groups the relevant traditions
according to three thematic clusters, namely the protection of property, the protection of trust, and the
protection of brotherhood and human dignity. This thematic organization allows the analysis to move
beyond a mere catalogue of texts toward an integrated discourse, in line with the analytical aims of
Critical Discourse Analysis (CDA), which treats language as a form of social practice rather than an
inert string of words.
1. Protection of Property (Ḥifẓ al-Māl)

The first thematic cluster concerns the protection of property, drawing on two complementary
Hadith. The first is the tradition narrated by Abū Hurayrah (r.a.), in which the Prophet SAW said: “May
Allah curse the thief who steals an egg, so that his hand is cut off, and who steals a rope, so that his
hand is cut off” (Agreed upon) ).(al-Ḍiyā’, 2016 Vol. 6, p. 539.). The second is the tradition, also
narrated by Abū Hurayrah, in which the Messenger of Allah SAW said: “Whoever cheats us is not one
of us” (Narrated by Muslim) (al-Ḍiyā’, 2016 Vol. 5, p. 563.).

Read together, these two traditions establish a unified ethical principle: any unlawful
appropriation of another's property, whether through outright theft or through deceit and fraud
(ghashsh), constitutes a serious violation of public order, regardless of the apparent magnitude of the
object taken. The first Hadith emphasizes that even a seemingly trivial item, such as an egg or a rope,
is sufficient to warrant severe condemnation, underscoring that the prohibition concerns the principle
of unlawful taking itself rather than the monetary value involved. The second Hadith extends this
principle from overt theft to covert deception, establishing that fraud and manipulation are equally
condemned even when no physical object changes hands.

Applied to the digital context, cyber espionage represents a contemporary convergence of both
forms of violation identified in these Hadith. The unauthorized extraction of data, the interception of
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confidential communications, and the hacking of secured systems are functionally equivalent to theft,
since they involve the unlawful appropriation of an asset that, in the digital era, takes the form of
information rather than physical property. At the same time, many cyber-espionage operations rely on
manipulation, social engineering, or the impersonation of trusted parties, placing them squarely within
the prohibition against ghashsh. Using Critical Discourse Analysis, it can be observed that at the micro
level, lexical choices such as “curse” and “hand cut off” signal the gravity with which Islamic legal
discourse treats violations of property rights, while at the macro level, both Hadith function as a critique
of any social or technological structure that enables unlawful appropriation, whether through brute force
or deception. Normatively, this cluster establishes that cyber espionage, insofar as it constitutes digital
theft and fraud, directly contravenes ḥifẓ al-māl and the broader prohibition against unlawful taking that
the Hadith of theft and the Hadith of fraud jointly articulate.
2. Protection of Trust (Amānah)

The second thematic cluster centers on the principle of amānah, drawing on the Hadith reported
from Anas, who said: “Rarely did the Messenger of Allah SAW deliver a sermon without saying: ‘There
is no faith for one who has no trustworthiness, and there is no religion for one who has no commitment
to promises’” (Reported by Aḥmad; graded ḥasan by al-Dhiyā’) (al-Ḍiyā’, 2016 Vol. 11, p. 117.).

This Hadith situates amānah (trustworthiness) and wafā’ al-‘ahd (fulfillment of commitments)
not as peripheral virtues but as conditions so fundamental that their absence is equated with the absence
of faith and religion themselves. The severity of this equivalence signals that trust is not merely a social
convenience but a constitutive element of religious and moral integrity.

In the context of cyber espionage, this principle is directly implicated, because nearly every act
of digital espionage presupposes a prior breach of trust, whether trust placed in a system, an institution,
an employee with privileged access, or a counterpart in digital communication. Cyber espionage
frequently exploits relationships of presumed reliability: an insider who abuses authorized access, a
vendor who exceeds the scope of granted permissions, or a state actor who violates diplomatic norms
of confidentiality. Applying Critical Discourse Analysis, the repeated negation “there is no…there is
no…” at the micro level constructs an uncompromising discursive boundary around the value of
trustworthiness, admitting no exception. At the meso level, the Hadith's placement as a recurring
element of the Prophet's sermons reflects the centrality of amānah to communal life, while at the macro
level, it functions as a standing critique of any social or institutional structure, including digital ones,
that normalizes the betrayal of granted trust. Normatively, this cluster establishes that the prevention of
cyber espionage is inseparable from the cultivation of amānah at every level, from individual digital
conduct to institutional data governance, since cyber espionage is, at its root, a violation of trust rather
than merely a technical failure.
3. Protection of Brotherhood and Human Dignity

The third thematic cluster concerns the protection of brotherhood and human dignity, drawing
on the Hadith narrated by Abū Hurayrah (r.a.), in which the Prophet SAW said: “Do not envy one
another, do not cheat in trade, do not hate one another, do not turn away from one another, and do not
sell one over the sale of another. Be the servants of Allah as brothers. A Muslim is the brother of another
Muslim; he does not oppress him, abandon him, or belittle him. Piety is right here,” and he pointed to
his chest three times. “It is sufficient evil for a person to belittle his Muslim brother. For every Muslim,
the blood, property, and honor of another Muslim are sacred” (Narrated by Muslim) (al-Ḍiyā’, 2016
Vol. 11, p. 117.).

This Hadith establishes ukhuwwah (brotherhood) as a relational ethic that prohibits not only
direct harm but also subtler forms of disregard for another person's standing, including oppression,
abandonment, and belittlement. Its concluding declaration, that the blood, property, and honor of a
fellow Muslim are sacred, broadens the scope of protection beyond physical safety to encompass
property and dignity as inseparable elements of the same ethical injunction.

Cyber espionage stands in direct tension with this ethic, since the unauthorized surveillance,
exposure, or exploitation of another person's or institution's digital information is, in substance, a
violation of their honor (ʿirḍ) and dignity as much as it is a violation of their property. The covert nature
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of cyber espionage further compounds the harm, as the targeted party is typically denied even the
awareness that a violation has occurred, a circumstance that intensifies the breach of trust and dignity
described in the Hadith. Using Critical Discourse Analysis, the repeated negative imperatives at the
micro level (“do not envy,” “do not cheat,” “do not hate”) construct a cumulative discourse of relational
boundaries, while the meso-level structure, moving from prohibition to positive injunction (“be the
servants of Allah as brothers”) to a culminating declaration of sanctity, models a complete ethical
architecture rather than a single isolated rule. At the macro level, this Hadith critiques any social order,
digital environments included, in which the dignity of the other is treated as negotiable or exploitable
for strategic advantage. Normatively, this cluster establishes that the prevention of cyber espionage is
also a matter of upholding ukhuwwah and human dignity in digital interaction, since the harm caused
by espionage extends beyond material loss to an assault on the honor and standing of its victims.
Integration of Hadith and Maqāṣid al-Sharīʿah in Preventing Cyber Espionage

The discussion thus far has proceeded along two parallel tracks: the normative evaluation of
cyber espionage through the lens of maqāṣid al-sharīʿah, and the thematic analysis of relevant Hadith
organized around property, trust, and brotherhood. The principal conceptual contribution of this study
lies in integrating these two tracks into a single coherent framework, rather than leaving them as separate
analytical layers.

The analysis demonstrates that the prevention of cyber espionage within an Islamic ethical
framework is built upon three foundational principles that emerge consistently across the Hadith
examined above: amānah (trustworthiness), justice (‘adālah), and the protection of public welfare
(maṣlaḥah ‘āmmah). Amānah, as established through the Hadith of Anas, requires that every party with
access to data, systems, or confidential information uphold the trust placed in them rather than exploit
it for unauthorized gain. Justice requires that the rights of individuals, institutions, and states to the
security of their information be respected and that violations, whether through theft, fraud, or covert
surveillance, be subject to fair and consistent accountability, as reflected in the Hadith condemning
theft and deception. The protection of public welfare requires that the cumulative impact of digital
conduct on the safety, dignity, and stability of the broader community be treated as a primary
consideration, in line with the Hadith affirming the sanctity of a fellow believer's blood, property, and
honor.

These three principles do not operate independently; rather, they converge to support the
protection of rights at large, which in turn corresponds directly to the five objectives of maqāṣid al-
sharīʿah identified in the first section of this discussion, namely ḥifẓ al-dīn, ḥifẓ al-nafs, ḥifẓ al-ʿaql, ḥifẓ
al-nasl, and ḥifẓ al-māl. When amānah, justice, and the protection of public welfare are upheld in digital
conduct, the five essential objectives are correspondingly preserved, and the cumulative result is the
stability of social security described in the second section of this discussion. The relationship among
these elements can be represented as a sequential conceptual flow, moving from the prevention of cyber
espionage through the foundational ethical principles toward the ultimate goal of social security
stability.

Cyber Espionage
Prevention

Amānah
(Trustworthiness)

Justice (‘Adālah)

Protection of Rights

Protection of the Five
Maqāṣid (al-

Ḍarūriyyāt al-Khams)

Social Security
Stability
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This conceptual flow illustrates that the prevention of cyber espionage is not reducible to a
single legal prohibition or a single technical safeguard, but rather emerges from the layered operation
of ethical principles that originate in the Hadith and culminate in the objectives safeguarded by maqāṣid
al-sharīʿah. Amānah provides the internal ethical disposition that discourages the temptation to exploit
access to information; justice provides the normative standard by which violations are judged and
addressed; and the protection of public welfare provides the orientation toward the collective good that
elevates the discussion beyond individual wrongdoing to a matter of communal responsibility.
Together, these principles operationalize the protection of rights, which in turn sustains the five essential
objectives of sharīʿah, and it is precisely the sustained protection of these five objectives that constitutes
social security stability in the digital era.

This integrated framework represents the central conceptual contribution of the present study.
Whereas previous research on cybersecurity has tended to treat technical, legal, and geopolitical
dimensions of cyber espionage as separate from religious-ethical considerations, this study
demonstrates that Hadith-derived principles of amānah, justice, and public welfare can be
systematically connected to maqāṣid al-sharīʿah to produce a unified normative model for
understanding why cyber espionage must be prevented and what ethical foundations such prevention
should rest upon. This model offers a basis for future research to develop more concrete policy
recommendations, ethical guidelines, and educational strategies grounded in Islamic legal theory while
remaining responsive to the technical realities of the digital era

CONCLUSION
From the perspective of maqāṣid al-sharīʿah, cyber espionage is regarded as an act that

undermines public welfare and contradicts the five essential objectives (al-ḍarūriyyāt al-khams):
religion (dīn), life (nafs), intellect (‘aql), progeny (nasl), and wealth (māl). This practice threatens
human safety, harms the economy, weakens decision-making, disrupts education and public services,
and diminishes the moral and ethical values of society. Thus, cyber espionage is not merely a technical
threat but also a moral and social violation, making its prevention a collective obligation to safeguard
social security, stability, and welfare comprehensively.

Efforts to prevent cyber espionage can be undertaken through the application of classical
studies, namely Hadith, which emphasize amanah (trustworthiness), wafā’ al-‘ahd (fulfillment of
promises), and the protection of individual and societal rights. Hadith strongly prohibit theft, fraud, and
actions that harm others, which in the modern context are applicable to illegal acts such as digital data
theft or manipulation. Through the lens of Critical Discourse Analysis (CDA), Hadith can be understood
as normative discourse that builds collective moral awareness, highlights individual and institutional
responsibility, and guides strategies for preventing cyber espionage through ethical education,
strengthened digital governance, and just law enforcement. This approach ensures social security,
stability, and the protection of societal welfare in the digital era.
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